HanpaBneHue noarotoBku / cneumManbHOCTb:
Mpodunb / cneynanusaums:

OvucunnnuHa:

dopmMupyemMbie KOMMNEeTEeHLMHN:

OueHo4Hble MmaTepuansi npu popMmuposaHumn paboumnx nporpamm

avncumnnuH (moaynewn)

BE3OMNACHOCTb MHOOPMALIMOHHBLIX CUCTEM
Kpuntorpaduyeckme metoabl 3aLimTbl MHOpMaLmMm

OrK-2
OrlK-5

1. OnucaHune nokasaTeneun, KPUTEPMERB U LUKaN OLEHMBAHUA KOMMNETEeHLMNA.
[MokasaTenu v KpUTEPWU OLLEHVBAHWS KOMMNETEHLN

NHOOPMALIMOHHBLIE CUCTEMbI 1 TEXHONOTI A

Ob6bekT YpPOBHU CCHOPMMPOBAHHOCTU KOMNETEHL NI KpuTtepuii oueHnBaHus
OLIEHKM pe3ynbTaTtoB 00y4YeHus
Obyuvatowniics Hwn3knin ypoBeHb YpoBeHb pe3ynbTaTtoB 0byyeHus

NoporoBbii ypoBEHb
[NOBbILLEHHbIN YPOBEHb
BbICOKMI YPOBEHb

He HWXe noporosoro

LLIKanbl oueHMBaHUA KoMNeTeHUnn npu cgadve 3adverta

HocturHytein

XapakTepucTuka YpoBHS COOPMMUPOBaHHOCTM KOMMNETEHLNI

LLkana oueHnBaHus

YPOBEHb
pesynbTata
obyyeHus
Moporoeein  |O6y4atowmncs: 3auTeHo
YPOBEHb - oBbHapyXun Ha 3a4yeTe BCECTOPOHHUE, CMcCTEMaTMYecKne 1 rnybokme
3HaHUSA y4ebHO-NporpaMMHOro Matepuana;
- gonycTtun HebonbLUMe ynyLeHns B 0TBETaxX Ha BOMPOCHI, CYLLECTBEHHbIM
00pa3oM He CHMKalLMe NX Ka4ecTBo;
- JOMYCTUI CYLLIECTBEHHOE YNyLLIEHNE B OTBETE HA OAUH N3 BOMPOCOB,
KoTopoe 3a TeM ObIfIo yCTPaHEHO CTYAEHTOM C NMOMOLLBI YTOUHSIOLLNX
BOMPOCOB;
- JOMYCTUI CYLLIECTBEHHOE ynyLlleHWEe B OTBETAaX Ha BOMPOChKI, YacTb 13
KOTOPbIX OblNa ycTpaHeHa CTYAEHTOM C MOMOLLbIO YTOYHSIOLLMX BONPOCOB
Hwnsknn Obyvatowuiics: He 3ayTteHo
YPOBEHb - BONYCTUI CYLLECTBEHHbIE YNYLLEHWUsI NPy OTBETAxX Ha BCe BOMPOCHI

npenogaearens;
- 06Hapyxwun npobenbl 6onee Yem 50% B 3HAHMAX OCHOBHOMO y4ebHO-
nporpammHoro matepuana

Llkanbl oueHMBaHUA KOMNETEHLMI NPy caade aKk3ameHa

HocTurHytbin
YPOBEHb
pesynbTata
00yyeHus

XapakTepucTunka ypoBHS ChOpMUPOBAHHOCTU
KOMMNEeTEeHUnn

LLikana oueHnBaHus

Hwn3aknin
YPOBEHb

Ob6yuvatowuncs:

-06Hapyxwun npobernbl B 3HaHWAX OCHOBHOIO y4eBbHO-NporpaMmMHOro
matepuana;

-A0NYCTWI NPUHLMNMAanbHbIE OWMOKM B BbINOMHEHUN 3a4aHui,
npeaycMOTPEHHbIX NPOrpamMMOoN;

-He MOXeT NPOAOIKUTL OByYeHne WM NpUCTYNUTb K NpodheccuoHansHomn
AEeATENbHOCTM N0 OKOHYaHUW NporpamMmmbl - 6e3 A0NONHUTENbHbBIX 3aHATUI
Mo COOTBETCTBYIOLLEV ANCUUNIINHE.

HeynoBneTsoputensHoO

MoporoBkin
YpOBEHb

O6yvatowuiics:

-0OHapyXun 3HaHWe OCHOBHOTO y4ebHO-NPOrpaMMHOro matepuana B
06BbEMe, HeOOX0AMMOM ANst fanbHenwen y4ebHo 1 NnpeacTosien
npogeccnoHanbHON OeATeNbHOCTY;

-CNpaBnseTcs C BbIMOMHEHWEM 3a4aHUN, NPeAyCMOTPEHHbIX MPOrpamMmMON;
-3HaKOM C OCHOBHOW nuTepaTypon, pekoMeHAOBaHHOW paboyen
NporpaMmown AUCLMMNIINHBI;

-0OMNYCTUIT HETOYHOCTU B OTBETE HA BOMPOCHI U NMPU BbINOMHEHUMN 3a4aHUI Mo
y4yebHOo-NporpaMMHOMY MaTepuany, Ho obnagaet HeooxoauMbIMU
3HaAHVAMW NS X YCTPAHEHWS MOL, PYKOBOACTBOM NpenogasaTens.

yLI,OBJ'IeTBOpMTeJ'IbHO

[NoBbILLIEHHbIN

Ob6yvarowuncs:

XopoLio




YPOBEHb

- obHapyxun nonHoe 3HaHue y4ebHO-NPorpaMmMHOro martepuana;

-yCMeLHO BbIMOMHWI 3agaHusl, TpegyCMOTPEHHbIE NPOrpaMMOn;

-yCBOMIT OCHOBHYIO NiMTepaTypy, PEeKOMeHAOBaHHY paboyen nporpaMmMon
ONCUMMIINHBI;

-oKasarn cuctemMaTMyecknin xapaktep 3HaHUM y4ebHO-NPOrpaMmMHOro
matepuana;

-CNocobeH K CaMOCTOSITENIbHOMY MOMOJTHEHMWIO 3HAHUA MO y4ebHo-
nporpaMMHOMY MaTtepuany 1 0GHOBNEHMIO B X0A4e AanbHenwern yuebHon
paboTbl M NPOdECCUOHANBHON AEATENbHOCTH

Bbicokuin
YPOBEHb

Obyuvatowuincs:

-06HapyXun BCECTOPOHHME, CUCTEMATUYECKUE U TNYyDOoKne 3HaHUA
y4yebHOo-NporpaMMHOro Matepuana;

-ymeeT cB06OHO BbINONHATE 3a4aHuns, NpegyCMOTPEHHbIE NPOrpaMmon;
-03HaKOMUIICS C AONOMHUTENBbHON NUTEPATYPOW;

-yCBOWJ1 B3aMMOCBS$I3b OCHOBHbIX MOHSATUI OUCLUMMAVH U UX 3Ha4YeHne ans
npmnodpeTeHus npodeccuy;

-NposiBUN TBOPYECKME CMOCOBHOCTM B MOHMMaHUN y4eOHO- NpOrpaMmMHOro
MaTepuana.

OTnunyHo

LLkanbl oueHMBaHUS KOMMETEHLMIA NPU 3aLLMUTE KYPCOBOro NpoeKTa/KypcoBoin paboThbl

HocturHytein
YPOBEHb
pesynbTaTta
00y4yeHus

XapakTepucTuka ypoBHSi chOpMUPOBAHHOCTU
KOMMeTeHUnn

LLkana oueHnBaHus

Hwnsknn
YPOBEHb

CopaepxaHue paboTbl He yaoBneTsopseT TpeboBaHMAM, NpeabsBNAeMbIM K
KP/KI1; Ha 3awuTe KP/KI oby4vatomnca He cmor o60CcHOBaTh pesynbTaThl
npoBefeHHbIX pacyeToB (1ccregoBaruii); uenb KP/KI He gocTurHyTa;
CTPYKTYpa paboTbl HapyLaeT TpeboBaHNA HOPMATMBHbBIX JOKYMEHTOB;
BbIBOAblI OTCYTCTBYIOT UMW HE OTPaXalOT TEOPETUYECKNE MOMOXEHMS,
obcyxgaemble B pabote; B pabote MHOro opdorpadmyeckmx owmnbok,
onevyaTok M ApYyrMx TEXHUYECKUX HeJOCTaTKOB; SA3blK HE COOTBETCTBYET
HOPMaM Hay4HOro CTUIIS PeYN.

HeynoBneTBopuUTenbHO

MoporoBbIn
YPOBEHb

CopepxaHue paboTbl yagoBneTsopsieT TpeboBaHUsAM, NpeabsaBnsieMbiM K
KP/KIT; Ha 3awuTe KP/KI oby4yatowmincs He cMor o60cHoOBaTh Bce
pe3ynbTaThl NPOBeAeHHbIX pac4eToB (MccnenosaHuii); 3agaum KP/KI
peLleHbl He B MONTHOM 00beMe, Liernb He JOCTUrHYTa; CTPYKTypa paboThl
oTBeYaeT TpeboBaHNSIM HOPMaTUBHbBIX OKYMEHTOB; BbIBOALI MPUCYTCTBYIOT,
HO He MOSTHOCTBHD OTpaXKaltT TEOPETUYECKME NONOXEHUS, 0OCYKOaeMble B
paboTe; B paboTe npucyTCTBYIOT opdhorpadpmyeckue owmbKku, oneyaTku;
A3blKk COOTBETCTBYET HOPMaM Hay4yHOro ctuns peyu; npu sawmte KP/KM
obyvarLwmncsa nsnaraet Mmatepumarn HernosHoO 1 AonyckaeT HETOYHOCTY B
onpegeneHnn NOHATUN UnNu HoOPMyNMPOBKE NPaBWI; 3aTPYAHAETCA UMK
OTBEYaEeT He NPaBUSIbHO HA NOCTABMNEHHLI BOMPOC

yﬂOBﬂeTBOpMTeﬂbHO

[NoBbILWEHHbIN
YPOBEHb

CopepxaHue paboTbl yooBneTsopsieT TpeboBaHUAM, NpeabaBnsgeMbiM K
KP/KI; Ha 3awuTe KP/KI o6y4yatowmiicst cmor 060CHOBaThb BCe pe3ynbTaThl
npoBefeHHbIX pacyeToB (uccnegosaHuin); 3agayun KP/KI pelueHsl B nonHOM
obbeme, Lenb AOCTUMHYTA; CTPYKTypa paboTbl oTBeYaeT TpeboBaHMAM
HOPMaTUBHbIX JOKYMEHTOB; BbIBOAbI MPUCYTCTBYIOT, HO HE MOMHOCTBIO
OTpaxaloT TeopeTMyeckme NonoXeHus, obcyxaaemole B paboTe; B paboTte
NpaKkTUYeckn OTCYTCTBYIOT opdoorpadmyeckme ownbKM, onedaTku; A3blk
COOTBETCTBYET HOpMaM Hay4yHoro ctuns peuu; npu 3awwmrte KP/KI nonHo
obyvarowmncsa nsnaraet marepuarn, gaeT npaBuUIibHOE onpeaerneHue
OCHOBHBIX MOHATUN; 3aTPYOHAETCH UM OTBEYAET HE NMPaBUSTbHO Ha
HEKOTOPbIE BOMPOCHI

Xopouo

Bbicokun
YPOBEHb

CopepxaHve paboTbl ygoBneTsopsieT TpeboBaHUAM, NpeabaBsgeMbIM K
KP/KIT; Ha 3awmTe KP/KI obyyatowmiicst cmor o60CHOBaThb BCe pesynbTaThl
NpoBeAeHHbIX pac4eToB (nccnegosaruit); 3agadm KP/KIT pelweHsl B nonHom
obbeme, Lenb JOCTUMHYTa; CTPYKTypa paboTsl oTBe4YaeT TpeboBaHuAM
HOPMaTUBHbIX JOKYMEHTOB; BbIBOAbLI MPUCYTCTBYIOT M MOMHOCTBLIO OTPaXatoT
TeopeTU4eckune nonoxeHusl, obcyxkgaemole B pabote; B pabote
OTCyTCTBYIOT opchorpacuyeckune owmMbKu, onevaTkum; A3blk COOTBETCTBYET
HOpMaM Hay4Horo ctuns peun; npu 3awmTte KP/KIM obyyatowmiicss nonHo
nsnaraet matepwarn, faeT npaBuIibHOE onpeaerneHne OCHOBHbLIX MOHATUI;
YETKO ¥ rPamMOTHO OTBEYAET HA BOMNPOCHI

OTnnyHo




OnucaHuve wWwkan oueHnBaHus

KomneTeHuunn oby4atowierocs oueHnBaeTcs crneayilwmm obpasom:

MnaHupyemsblii CogaepxaHue LwKarsbl OLeHMBaHWS
YPOBEHb OOCTUTHYTOrO YPOBHS pesynbrarta oby4yeHus
pesynbTatoB | HeynoBneTBOPUTENLHO | YOoBREeTBOPUTENBHO XopoLuo OTnnyHo
OCBOEHUA He 3auteHo 3a4yTeHo 3ayTeHo 3a4yTeHo
3HaTb HecnocobHocTb OO6yuvatowmiics Obyuvatowuics O6yuatowuincs
obyyarowerocs cnocobeH OEeMOHCTpupyeT OeMOoHCTpupyeT
CaMOCTOSATENBbHO CaMOCTOSATENbHO CMOCOBHOCTL K CNocobHOCTb K
NpPOAEMOHCTPMpPOBaTh | MPOAEMOHCTPMPOBaTh | CaMOCTOSATENIbHOMY CaMOCTOATENTbHOMY
Hanuyne 3HaHWN Npu Hanuune 3HaHWIM Npu NPUMEHEHMIO NPVYMEHEHMIO 3HaHUN B
peLueHnn 3agaHnin, peLLeHun 3agaHni, 3HaHUNM Npu BbIbope cnocoba
KoTopble 6binu KoTopble 6binm pelueHnn 3agaHnin, | peLLeHUs HEN3BECTHbIX
npeacTaBneHbl npeacTaBrneHbl aHarnorm4HbIX Tem, UNN HecTaHZaPTHbIX
npenogaBatenem npenogasaTenem KoTophble 3aaHui 1 npu
BMecCTe ¢ obpasLom BMeECTe C npeacTaensn KOHCYNbTaTMBHOM
UX peLleHms. 06pasLoM MX peLLeHus. npenogasarenb, noagepkke B 4acTu
1 npu ero MEXONCUUMAMHAPHBLIX
KOHCYNbTaTUBHOM CcBs3eMn.
noaaepke B 4acTu
COBPEMEHHBIX
npobnewm.
YMeTb OTtcytcTBUE Y Obyuvatowniics Obyuatowuincs O6yuatowuincs
obyvarowerocs OeMoHCTpupyeT NpoaeMOHCTpUpyeT OeMOHCTpupyeT
CaMOCTOATENBbHOCTU B | CaMOCTOATENbHOCTb B | CaMOCTOSATENbHOE camocTodATenbHoe
NPUMEHEHWUN YMEHWUW NO | MPUMEHEHUN YMEHUWA | IPUMEHEHUE YMEHUI |  MPUMEHEHWE YMEHWN
NCMNOSb30BaHNI0 peLleHns y4eBHbIX peLleHns 3adaHuin, | pelleHust HeM3BECTHbIX
METOL0B OCBOEHMS 3aJaHui B NOSIHOM aHanormyHbIX Tem, WUNN HecTaHZapPTHbIX
y4ebHON OUCUUNMVHBGI. COOTBETCTBUM C KoTopble 3agaHvin v npu
o6pasuom, npeacTasnsn KOHCYNbTaTMBHOM
OaHHbIM npenogasaTenb, NnoaaepXke
npenogaeaTenem. 1 npu ero npenojaBarerns B 4acTu
KOHCYNbTaTMBHON MEXONCUUMMMHAPHBIX
noaaepXke B 4acTu cBsi3en.
COBPEMEHHBIX
npobnem.
Bnapetb HecnocobHocTb O6yvatowuiics Obyvatowuiics Obyvatowuics
CaMOCTOSATENbHO OeMOHCTpupyeT OEeMOHCTpupyeT OEMOHCTpupyeT
NposiBUTb HaBbIK CaMOCTOSITENbHOCTb B | camocTosiTenbHoe camocTodATenbHoe
peLleHnst NOCTaBMNEHHOW | NPUMEHEHNW HaBbIKa Mo | NpMMEeHeHWe HaBblka |  NMpUMMeHeHMe HaBblka
3agayu no 3afaHusaM, peLleHns 3agaHuin, | pelleHust HeM3BECTHbIX
CcTaHOapTHOMY 06pasuy |pelueHne KoTopbIX Bbino| aHanornM4yHbIX Tem, WUNN HecTaHZapPTHbIX
NMOBTOPHO. nokasaHo KoTopble 3aaHui 1 npu
npenogasartenemM npencraensn KOHCYNbTaTMBHOM
npenogasaTenb, NoaAepXKe
1 npu ero npenoaaBarens B 4acTu
KOHCYNbTaTMBHOM MEXOUCUUMMMHAPHBLIX
noaaepXke B 4acTu cBs3en
COBPEMEHHBIX

npobnem.




2. NMepeyeHbL BONPOCOB U 3aAay K 3K3aMeHaM, 3a4eTaM, KYpCOBOMY NPOEKTUPOBaHUIO, NabopaToOpHbIM
3aHaTUAM. Obpa3sel 3K3aMeHaLMOHHOro bunera.

MprMepHbIN NepeyeHb BOMPOCOB K 3a4eTy (2 ceMecTp).
KomneTteHuyum OlMK-2, OlK-5:

1.

MoHaTuA «MHdopmaLmoHHaa 6e3onacHoCTby U «3awuTa nHopmaumm». OCHOBHbIE COoCTaBngaLLme

MHOpPMaLNOHHON 6Ge30nacHOCTHU.

Ob6bekTbl 3aWwnThl. KaTteropum n HocuTenu nHdopmaummn.

Cpepnctsa 3awmuTbl MHGOOpMaLMK.

Kpuntorpacusa. OCHOBHblE TEPMUHBI U ONpeaeneHns.

Knaccudurkauusa kpuntorpaduyeckmx cucTem.

LLndpbl 3ameHbl. Knaccndumkaumsa n oCHOBHble MeTOAbI LWMGOPOBaHMS.
LLndbpbl nepectaHoBkn. Knaccmndmkaums 1 OCHOBHblE METOAbI LUMGPOBAHMS.
LUndbpbl rammmnposannsa. Knaccmgpukaums n OCHOBHbIE METOAbI LUNGPOBAHUS.
LLndpel rammupoBaHus. Cnocobbl reHepaumm rammel. ['eHepaTopbl ramm.
Cxema pexuma wndpporaHus DES-ECB.

Cxema pexuma wngposaHua DES-CBC.

Cxema pexuma wndpposanua DES-CPB n DES-OFB.

TpownHon DES. Cdepbl npymeHeHns pasnuyHbix pexxumos DES.

FOCT 28147-89. Cxema pexuma wndpoBaHnsi NPOCTON 3aMeEHbI.

AES. KpaTkas xapaktepucTrka OCHOBHbIX 3Tanos 3awmndpoBaHns/paclumdpoBaHms.
FOCT 34.12-2015. Cxema wundposaHus 6rovHoro wndpa "KysHeumk".
LLindpoBaHue c OTKPbITLIM KMto4OM. OCHOBHbIE MOHSATUS.

Anroputm wndpoaHusa RSA.

Anroputm WwndpoBaHusa Anb-lamans.

Anroputm WwncpoBaHus Ha ocHoBe 3agayvum ob yknagke paHua.
AnnunTtuyeckne Kpmeble. OCHOBHbIE NOHATUS. CNOXEHUE N YMHOXEHME TOYKM.
ANroputM WNpoBaHUS Ha OCHOBE ANIUMTUYECKUX KPUBBIX.

Xaw-dpyHKumn. OCHOBHbIE MOHATUSA N Pa3HOBUOHOCTM.

Xaw-dyHkumsa. MDS5.

lMpumepHbIN NepeyeHb BONPOCOB K 3k3ameHy (3 cemecTp).
KomneTteHuyum OlMK-2, OlK-5:

MoHATMA «MHopMauuoHHasa 6e3onacHOCTb» U «3almTa nHdopmaummy. OCHOBHbIE COCTaBRAOLLME
NMHopMaLnoHHON 6e3onacHOCTH.

OO6bekTbl 3aWwnThl. KaTeropmumn n Hocutenu nHdopmaumn.

CpeacTtBa 3awmTbl MHOPMaL K.

KpunTorpadus. OCHOBHbIE TEPMUHbLI U ONPEeaEneHns.

Knaccudpurkauusa kpuntorpaduyeckmx CUCTeMm.

LUndppbl 3ameHbl. Knaccudukaums n oCHOBHblE MeToAb! LMAPOBaHMS.

LUndppel nepectaHoBku. Knaccmdukaums n OCHOBHbleE METOAbI LUMGPOBAHUS.

LHndppel rammmpoBaHus. Knaccugukaumsa n 0CHOBHbIE MeTOAb! LUMPOBaHUS.

LLndpel rammupoBaHus. Cnocobbl reHepaumm rammel. [[eHepaTopbl raMm.

. Cxema pexwnma wndposaHns DES-ECB.

. Cxema pexuma wnposaHns DES-CBC.

. Cxema pexuma wndposaHns DES-CPB n DES-OFB.

. TponHon DES. Cdepbl NnpuMeHeHNs pasnuyHbix pexmuvos DES.

. FOCT 28147-89. Cxema pexumma LundpoBaHMsi NPOCTON 3aMEHbI.

. AES. KpaTkasn xapakrepucTuka OCHOBHbIX 3TanoB 3alimdpoBaHms/paclumdpoBaHms.
. FOCT 34.12-2015. Cxema wmndpoBaHus 6rovHoro wndpa "KysHeumk".

. lndpoBaHme ¢ oTKpbITbIM KIMHoYOM. OCHOBHbIE MOHATUS.

. AnropuTtm wudgposaHmsa RSA.

. AnropuTtm wndposaHmsa Anb-Mamans.

. AnropuTtm wndpoBaHnst Ha OCHOBE 3adauun o6 yknagke paHua.

. dnnuntnyeckune kpmble. OCHOBHbIE NOHATUA. CIOXEHME U YMHOXEHME TOYKMU.
. AnropuTm WndpoBaHUs Ha OCHOBE ANINTUNTUYECKUX KPUBBIX.

. Xaww-pyHKLMU. OCHOBHbIE MOHATUS U PA3HOBUAHOCTMW.

. Xaw-cyHkumsa. MDS5.

. Kpuntorpadguyeckme npotokoribl. OCHOBHbIE NOHATUS.

. MpoTokonbl o6mMeHa knrovamm.

. MpoTokonbl ayTeHTUdUKaLUN. Pa3HOBUOHOCTU U KpaTKas XxapakTepucTuka.

. MaponbHag naeHTdUKauusa/ayTeHTUDUKALUS.

. MpoTtokon ngeHTudmkaumm/ayteHTudrKaLmm Ha OCHOBE LUIMEPOBAHNS C OTKPBITLIM KITHOYOM.
. Cepeep ayTeHTudmkaunm Kerberos.

. lgpeHTndvkauunsa/ayteHTMduUKaumsi ¢ NOMOLbo GMOMETPUYECKUX OaHHbIX.

. UpeHTndukaumoHHsle kapTbl (ID-cards) 1 aneKTpoHHbIE KITHOYW.

. OnekTpoHHasa undposasi nognucb. Obwme ceeaeHnst n pasHosugHocTr SLIMM.



34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.

OUI Ha 6a3e anroputma RSA.

Anroputm undpporon nognucu FOCT 34.10-94.

Anroputm undposon nognucm FOCT 34.10-2001.

MpoToKoNbl KOHTPONS LENOCTHOCTU. Pa3HOBMOHOCTU M KpaTkasi XapaKTepucTUKa.

MpoTOKOMbl KOHTPOIS LENOCTHOCTU. BUTBI YETHOCTU, KOHTPOSbHbIE LUMPbI U Yncha.

MpoTokonbl kKoHTpons uenoctHoctTh. Ucnonb3osaHne 3LIM n MAC-koaos.
MpoTokonbl kKOHTpons uenoctHocTh. Kogbl XammuHra n ECC.
OneKTpOHHble NnaTexu. PasHOBMAHOCTY 1 KpaTKas XapakTepucTumka.
Lincpposble aeHbrn Ha 6a3e "cnenon” 3LI.

BuTKoWH. BnokyerH, ceTb 1 y3nbl.

ButkonH. Agpec.

BuTkonH. TpaH3akuums.

ButkonH. bnok.

BbutkoriH. [lepeBo Mepkna, ManHWHI 1 BETBIEHWS BriokverHa.
Knaccuyeckoe («BymaxkHOE») roriocoBaHus.

OnekTpoHHOE ronocoBaHne. Pa3sHOBNAHOCTU U KpaTkasa XxapakTepucTumka.
Poccuiicknin onbIT 3NEKTPOHHOMO rONocCoBaHus.

MpoTokonbl pa3dbueHus n pasgeneHus cekpera.

TanHble MHOrOCTOPOHHME BbIYMCIEHNS.

CnoXxHoCTb anropMTMOB.

MpocTble yncna.

PasnoxeHne yncna Ha NpocTble COMHOXUTENMN.

HaxoxgeHne HavyanbHOro cnmcka npocTbiX Yncen.

TecTnpoBaHue Yncna Ha nNpocToTy.

OnpepneneHne HanbonbLlero oduiero genurens.

OcCHOBHbIE CBEEHMSA O KPUNTOAHaNM3e N aTakM Ha KPUNTOCUCTEMBI.
Knaccunyeckas cteraHorpadums.

KomnbloTepHas cteraHorpadus.

O6wwe cBegeHns 0 KOANPOBAHUM.

O6LwenocTynHbIE KOAOBbLIE CUCTEMBI.

MpeacrtaBneHue Yncen B ABOMYHOM BUAE.

CekpeTHble KO4OBbIE CUCTEMBI.

MpuMepHble NpakTUYeckne 3agayn (3agaHns) u cuTyaumm
KomneTteHuyum OlMK-2, OlK-5:

1. 3awwudpoeatsb ¢ nomoLlbto Wndpa Liesaps cnoBo «6e30nacHOCTbY.
2.  BawwndpoBaTb C NOMOLLbIO NONMBMaAHCKOro KBagpaTta gpasy «3awmuta JaHHbIX».
3. BawwndpoBaTb C NOMOLLbLIO cUCTEMbI BrkeHepa cnoBo «3alumTay.
4. 3awwudpoBaTb C NOMOLLbIO WKdpa 6NOYHON NEPECTAHOBKN CITIOBO «MPOU3BOACTBOY.
5. BawwndposaTb C NOMOLLbIO WKdPa NOBOPOTHON peLleTkn dpasy «CeKpeTHoe NUCbLMO.
O6pasey, ak3aMeHaLNoHHOro buneta
[anbHEeBOCTOYHbIN rOCYAAaPCTBEHHbIV YHUBEPCUTET NyTEN COOBLLEHMS
Kadenpa Ok3ameHaLMOoHHbIN 6uneTt Ne «YTBEPXKOAKY
(k202) NHdopMaLuuoHHbIe no AnCLUNInHe 3aB. kadeapon
TEXHOMNOIMN N CUCTEMBI KPUMNTOMPAOUNHECKME METOObI SALLANTDI MNonoB M.A., KaHA. TEXH.
3 cemecTp NMHOOPMALIUNA HayK, AOUEeHT
y4ebHbIN roa ONs HanpaBneHWs NOAroTOBKM / cneumanbHOCTU «__» 20 T
09.04.02 N"HOOPMALUWOHHBIE CUCTEMbI N
TEXHONOrnm
npodune/cneymanusauus
BE3OIMNMACHOCTb MHOOPMALIMOHHBLIX CUCTEM

1. Kpuntorpaduyeckune npotokonbl. OCHOBHbIE NoHATUS. (OlMK-5)

2. UgeHnTndukaumsa/ayteHTndunkaumsa ¢ noMmoLwbio buometpuydecknx aaxHblx. (OMK-5, OMK-2)

3. PaccumTaTtb YeTHble naputeTHble 6uThbl Ansa Oyks ceBoen hamunum B kogmuposke Windows-1251. (OlK-2)

MpumevaHue. B Kaxaom ak3aMeHaLMoHHOM BuneTe J0KHbI MPUCYTCTBOBATL BOMPOCHI, CNIOCOBCTBYHOLLNX
dopMMpOBaHUIO y 0ByYatoLLLErocs BCeX KOMNEeTEHUMI Mo AaHHOW AUCLUMNIVHE.

Kypcoas pabota (Ol1K-2, OIK-5)

Temamuka u codepxaHue Kypcosol pabomai.
PaspaboTtaTtb nporpammy, peanusayoLLyto NpoLeaypbl LWngpoBaHus 1 pacumndgpoBanus no ctaHgapty DES (Data
Encryption Standard). B nporpamme npegycMoTpeTb BO3MOXHOCTb LUMGPOBaHUS/paclumdpoBaHmus B peXxmmax:

anekTpoHHaa kogoBasd kHura ECB, cuenneHne 6nokos wudgpa CBC, TponHon DES (EEE3, EDE3, EEE2 n EDE2).




Mporpamma [omKkHa BblgaBaTb MPOMEXYTOYHbIE pe3yrbTaThl W poBaHus/pacluMdpoBaHus.

lMpumepHoe codepxaHue NosCHUMENbHOU 3anuckKu.

OrnaBneHue

3apaHwue.

BeeneHune.

1. KpaTtkue csegeHust o ctaHgapTte wudgposaHusa DES.

2. Pexxum DES-ECB.

2.1. O6waga cxema LWNPOBaHUS.

2.2. VicxogHbIn TEKCT npouenypsbl WdpoBaHus.

2.3. Mpumep wincpoBaHus 1 paclimdpoBaHms (McxogHoe coobLeHre, KoY, KnoYeBble anemeHThl ki, HayanbHas
nepecrtaHoBka, nonybnokuHin Li, f(ki, Li), Hi f(ki, Li), koHe4yHas nepecTtaHoBKa).

3. Pexxum DES-CBC.

3.1. Obwasa cxema WnpoBaHus.

3.2. VicxogHbI TEKCT npouenypbl WndpoBaHus.

3.3. MNpumep wWndpoBaHMsa 1 pacumdpoBaHns (MCXOAHOE COOOLLEHME, KoY, CUHXPOMNOCHINKa, OM0KN NCXOZHOro
TeKkcTa 1 3andpoBaHHOrO CoobLLEeHS).

4. Pexunm TporniHon DES.

4.1. ObLwme cxembl LLIMPOBAHUS.

4.2. V\cxoaHble TeKCTbl npouenyp wmndgpoBaHus.

4.3. Mpumep wndpoBaHus n pacmgpoBaHus (MCXxogHoe coobLueHue, KoY, pesynbTaTthl WngpoBaHus nocre
NMPUMEHEHMNS KaXKgoro Knoya).

5. PykoBoACTBO Nonb3oBaTerns nporpaMmei.

Cnmcok nuTeparypbl.

Bonpocsi k 3awjume Kypcoegol pabomsi

. Kpuntorpadus. OcHoBHbIE TEPMUHbBI U ONpeaeneHus.
. Knaccudumkaums kpuntorpagnuyeckmux cuctTem.

. Cxema pexuma wudposaHma DES-ECB.

. Cxema pexuma wndposaHma DES-CBC.

. Cxema pexuma wudposarHma DES-CPB n DES-OFB.
. TporiHon DES.

. Chbepbl npumeHeHuns pasnnyHbix pexnmos DES.

NO O WN -

3. TectoBble 3agaHus. OueHka no pesynbTaTtaM TECTMPOBaHUS.
MpumepHble 3agaHus TecTa

3apanue 1 (OlK-5)

BrnvwwuTte noHATME Ansa NpuBEAEHHOro onpegeneHus:

- CBOMCTBO UH(OopMaLMmM BbITb N3BECTHON U AOCTYMHOW, TONbKO MPOLUEALINM MPOBEPKY
(aBTOpU3aLMIO) cyObekTam cucTemMbl (MONb3oBaTENsIM, MporpammMam, npoueccam).

3apaHwue 2 (OMK-2)

MpocTaBbTe NpaBUNbHYH NOCNEAOBATENBHOCTL ONEPaLU NPpU reHepaumm Knoya B anroputme RSA:
BbIYMCIIEHNE NPON3BEAEHMS ABYX MPOCTbIX Yncen

HaxoXaeHue 3HayeHns oyHKLMn dnnepa

BbIOOP OTKPLITOrO Krtoya

BbIOOp ABYX NPOCTbIX YMCEN

BbIYMCIIEHNE 3aKPbITOrO KIltoya

3apganue 3 (OlK-2)
MpuBeguTe cooTBETCTBUE MEXAY LUMAPOM U TUMOM LUINPPO3aMeEH:

wudp Llesaps yucna
MonnbnaHckun kBagpat XKECTb
TIOPEMHbIN WNpP PUCYHKN
Wwndp TeHu OyKBbI
3BYKU

3apaHue 5 (OlK-2)

BbiGepuTe npaBunbHbIN BapyaHT OTBETA.

LLindpekl, 3aBe4OMO HENOAAAKOLWNECS BCKPLITUIO (NPY NPaBMITbHOM UCMNOMb30BaHUK) (OQUH):
1. wnpeanbHble;

2. COBEpLUEHHbIE;

3. HeBCKpblBaeMmsble;

4. GesynpeyHble.



MonHbLIN KOMMEKT TECTOBbLIX 3aaHUIN B kopriopaTMBHOM TecToBow obornodke ACT pasmelleH Ha cepepe YUT OBIYTIC,
a Takke Ha canTe YHuBepcuteTa B pasgene CLO OABIYTC (o6pasoBaTtenbHasi cpega B IMYHOM KabnHeTe
npenogaearens).

CooTtBeTcTBME MeXay 6arnbHON CUCTEMOI U CUCTEMOM OLIEHMBAHMUS NO pe3ynbTaTaM TECTUPOBAHUS yCTaHaBNMBaETCS
NOCPeACTBOM crieaytoLlen Tabnuubl:

YpoBeHb
Ob6bekT MokasaTenu oueHMBaHUA
OueHka pes3ynbLTaTos
OLIEHKM pes3ynbTaTtoB 0by4yeHus
0byyeHusa
60 6annoB n meHee «HeypoBneTBoputensHO» Hu3kun ypoBeHb
. 74 — 61 6annos «Y0BNETBOPUTENBHO» IMoporoBbI YpOBEHb
O6yuatowuincs =
84 — 75 6annos «XopoLloy [MOBbILLEHHbIN YPOBEHb
100 — 85 6annoBs «OTnn4HO» BblCcoKkMIA ypoBEHb

4. OueHKa oTBeTa oby4arowerocs Ha Bonpochkl, 3agavy (3agaHue) ak3aMmeHaLMOHHOro bunera, 3a4eTa,
KYPCOBOIO NPOEKTUPOBaHUA.

OueHka oTBeTa oby4varoLLerocsi Ha BONpochkl, 3agavy (3agaHue) ak3aMmeHaLMoHHOro bunera, 3ayeta

CopepaHue LKanbl OLeHNBaHNA

OnemeHTbl OUueHMBaHna | HeygoBneTBopuTensHo | Ya0BNEeTBOPUTENBHO XopoLlo OTnu4Ho
He 3ayteHo 3a4yTeHo 3a4yTeHo 3ayTeHo
CooTBeTCTBUE OTBETOB MonHoe HecooTBeTCTBMNE |BHAUUTENBHbIE HesHaunTtenbHble |[MonHoe
dopmMynmnpoBkam no BCeM BONpocam NMOrpeLUHOCTH MOrpeLuHoCTy COOTBETCTBME
BONPOCOB (3agaHui)
CTtpykTypa, MonHoe HecooTBeTCTBME |3HAaUMTENBHOE HesHauntensHoe |CooTBeTcTBUE
nocnenoBaTenibHOCTb U [KpUTEpUIo. HEeCoOTBETCTBME HEeCOOTBETCTBUE KpUTEpPUIO Npun
norvka otseta. YMeHue KpUTEPUIO KpUTEPUIO OTBETE Ha Bce
YeTKO, MOHATHO, FPaMOTHO BOMPOCHI.
n ceBoboaHO nsnaratb
CBOW MbICIN
MonHoe He3HaHne UmetoT mecTo NwmetoT mecTo MonHoe
HOPMaTUBHON U CYyLLIECTBEHHbIE HEeCyLLeCTBEHHbIE [COOTBETCTBUE
npaBoBow 6a3bl ynyLieHus (He3HaHue |ynyweHusa w OaHHOMY KpUTEpPUIO
3HaHMe HopMaTUBHbIX, crneumanbHom GonbLuen YacTn ns He3HaHue OTBETOB Ha BCe
NpPaBOBbIX AOKYMEHTOB 1  |nuTepaTypbl OOKYMEHTOB U oTAeNbHbIX BOMPOCHI.
crnevmanbHOW nuTepaTypsbl crneyuvanbHomn (eonHWMYHBIX) paboT
nuTepartypbl Mo n3 ymcna
Ha3BaHUIo, obsa3aTensHon
copgepXaHuio u 1.4.).  [nuTtepaTypsl.
YMeHue cBaszaTb Teopuio|YMeHne cBasaTb YMeHue cBasaTb MonHoe
C npakTukon paboTbl HE [BONPOCHI TEOPUM U BOMPOCHLI TEOPUN U [COOTBETCTBUE
nposiBNsieTcs. NPaKTUKN NPOSBNAETCA |NPaKTUKN B aHHOMY KpUTEpUIO.
YMeHune yBAsbiBaTh P P P P A y kputep
. peako OCHOBHOM CnocobHocTb
TEOPUIO C NPAKTUKOW,
nposiBNsieTcs. WHTEerpmMpoBaTb
B TOM Yucne B obnactu
" 3HaHUA n
npogeccroHasnbHON
npuenekaTb
paboThl
cBefeHus n3
PasnmnyYHbIX HAaY4YHbIX
chep
Ha Bce OTBeTbl Ha 6onbwyto  [1. JaHbl HenonHble |[aHbl BEpHbIE
OONOSNHUTENbHbIE yacTb OTBEThI Ha OTBETHI Ha BCe
BOMPOCHI OOMONHUTENbHbIX [OOMNONHUTENbHbIE  |AOMONHUTENbHbIE
npenogaeaTens AaHbl  |BOMNPOCOB BOMpPOCHI BOMPOCHI
KayecTBo O0TBETOB Ha
HEBEpPHbIE OTBETHI. npenogaBaTens AaHbl [npenogaBaTens. npenogaeaTtens.
OONONHUTENbHbIE
HEeBEepHO. 2. laH oguH

BOMPOChI

HEeBEpPHbIN OTBET Ha
OOMNONHUTENbHbIE
BOMpPOCHI
npenogasartens.

MpumedaHue: nToroBas oLeHka (POPMUPYETCS Kak CPeaHsAs apudmeTnyeckas pesynbTaToB 31IEMEHTOB OLIEHNBAHUS.




OueHka oTBeTa oby4varoLerocsi Npu 3awmre KypcoBoro paboTbl/KypCOBOro NpoekTa

AnemMeHThI CogaepxaHue LwKarbl OLeHNBaHWS
oueHuBaHuA HeynoeneTtsoputensHo |YaoenetsoputensHo |[Xopollo OTnnyHo
CooTtBeTcTBUE lMonHoe HecooTBeTCTBME |BHAUUTENBHbIE HesHauntenbHble MonHoe
copepxanusa KP/KI  |copgepxaHuns KP/KTT norpeLuHoCcTH NMorpeLLIHoCTH COOTBETCTBUE
MeToOuKe pacyeTa  |NOCTaBMNEHHbIM Liensam
(nceneposaHus) Unn nx oTcyTCTBME
KauecTtBo 0630pa PaboTta B 3HauutenbHom (B 3HaumTensHowm B psage cnyyae MonHoe
nuTeparypbl CTeneHun He ABMNsieTcA  |cTeneHu B paboTte OTCYTCTBYIOT CCbIfIKM  [COOTBETCTBUE
CaMOCTOSATENbHOM NCMNonb30BaHbl Ha UCTOYHUK KpuTepuio
BbIBOAbI, BbIAEPXKKN U3 [MHOpMaLMK
Apyrux aBTopoB 6e3
CCbINOK Ha HUX
VMcnonb3oBaHue CoBpeMeHHble CoBpeMeHHble WmetoT mecTo MonHoe
COBPEMEHHBbIX WH(OPMaLIMOHHbIE WH(pOPMaLIMOHHbIE HebonbLune COOTBETCTBUE
MH(OPMALIMOHHBIX | TEXHOMOMUN, TEeXHoMnormu, MOrPELLHOCTM B KpuTepuio
TEXHOMNOrMM BblYMCUTENbHASA BblYMCIIUTENbHAdA NCMNOMb30BaHNN
TEeXHUKa He Oblnn TEeXHUKa COBPEMEHHbIX
NCMNOMb30BaHbl ncnonb3oBaHbl crabo. |MHOPMaLMOHHbIX
JonylieHbl cepbe3Hble |TEXHOMNOMMN,
OLIMBKM B pacyeTax BbIYMCIIUTENBHOW
TEXHUKM
KauecTtBO He packpbiBatoT cmbicn (He nonHocTblo He nonHocTblo MonHocThio
rpacmyeckoro paboTbl, HEGPEXKHO packpblBalOT CMbICI,  [packpbiBatOT CMbICH,  [pacKpbIBaKOT CMbICI U

maTepunana B KP/KI1

odopmIieHo, ¢
donbwnmun
OTKINOHEHNAMM OT
TpeboBanun FOCT,
ECKO v gp.

€CTb CYLLEeCTBEHHbIE
MOrpeLLHOCTH B
odopMneHnmn

€CTb NOrpeLLIHOCTb B
odopmMmneHnm

otBevatoT [OCT,
ECKO v gp.

pamoTHOCTb MHoro ctunuctnyeckux |ECTb oTaenbHble EcTb oTOeneHble Tekct KP/KTI
N3MNOXEHNs TeKCTa | rpaMMaTUYeCcKnX rpaMmmarumyeckue u rpammaTuyeckue ynTaeTcH nerko,
KP/KT1 ownbok CTUINCTNYECKUNE owmnbKkm OLWNBKM OTCYTCTBYIOT
OLLMBKM
CooTBeTCcTBUE MonHoe He BbinonHeHue | TpeboBaHus, JonyuieHsl KP/KIM
TpeboBaHuAM, TpeboBaHui, npegbsaBnsieMble K He3Ha4YuTenbHble COOTBETCTBYET BCEM
npegbaBnAemMbiM K [MpeabaBngembIX K odpopmnennto KP/KT1, [norpewwHocTn B npeagbABNEeHHbIM
ocdhopmneHuto KP/KI |ochopmnenuio HapyLLeHbl odbopmneHun KP/KIM  [TpeboBaHusam
KauecTtBo goknaga |B goknapge He packpbita |He cobntogeH EcTb ownbkm B CobnogeHue

Tema KP/KTT, HapyLweH
pernameHT

pernameT,
HeJOoCTaToO4YHO
packpbiTa Tema KP/KI

pernamMmeHTe 1
NCMNOmb30BaHNN
yepTexen

BPEMEHW, NorHoe
packpbITUe TeMbl
KP/KT

KauectBO 0TBETOB Ha
BOMPOChI

He moxeT oTBETUTbL Ha
LOMNOMHUTENbHbIE
BOMPOCHI

3HaHMe OCHOBHOIO
maTepuvana

Beicokas apyauums,
HET CYLLECTBEHHbIX
oLnoboK

OTBETHI TOYHbIE,
BbICOKUI YPOBEHb

apyamumm

MpumeydaHue: nToroBas oLeHka (POPMUPYETCH Kak CPeaHsAs apudMeTUYecKas pesynbTaToB 31IEMEHTOB OLEHUBAHUS.




